Records Management Language for Contracts

The following standard items relate to records generated in executing the
contract and should be included in a typical Electronic Information Systems (EIS)
procurement contract:

1.

Citations to pertinent laws, codes and regulations such as 44 U.S.C
chapters 21, 29, 31 and 33; Freedom of Information Act (5 U.S.C. 552);
Privacy Act (5 U.S.C. 552a); 36 CFR Part 1222 and Part 1228.

. Contractor shall treat all deliverables under the contract as the property of

the U.S. Government for which the Government Agency shall have
unlimited rights to use, dispose of, or disclose such data contained therein
as it determines to be in the public interest.

Contractor shall not create or maintain any records that are not specifically
tied to or authorized by the contract using Government IT equipment
and/or Government records.

Contractor shall not retain, use, sell, or disseminate copies of any
deliverable that contains information covered by the Privacy Act of 1974 or
that which is generally protected by the Freedom of Information Act.

Contractor shall not create or maintain any records containing any
Government Agency records that are not specifically tied to or authorized
by the contract.

The Government Agency owns the rights to all data/records produced as
part of this contract.

The Government Agency owns the rights to all electronic information
(electronic data, electronic information systems, electronic databases,
etc.) and all supporting documentation created as part of this contract.
Contractor must deliver sufficient technical documentation with all data
deliverables to permit the agency to use the data.

Contractor agrees to comply with Federal and Agency records
management policies, including those policies associated with the
safeguarding of records covered by the Privacy Act of 1974. These
policies include the preservation of all records created or received
regardless of format [paper, electronic, etc.] or mode of transmission [e-
mail, fax, etc.] or state of completion [draft, final, etc.].

No disposition of documents will be allowed without the prior written
consent of the Contracting Officer. The Agency and its contractors are
responsible for preventing the alienation or unauthorized destruction of
records, including all forms of mutilation. Willful and unlawful destruction,
damage or alienation of Federal records is subject to the fines and



penalties imposed by 18 U.S.C. 2701. Records may not be removed from
the legal custody of the Agency or destroyed without regard to the
provisions of the agency records schedules.

10. Contractor is required to obtain the Contracting Officer's approval prior to
engaging in any contractual relationship (sub-contractor) in support of this
contract requiring the disclosure of information, documentary material
and/or records generated under, or relating to, this contract. The
Contractor (and any sub-contractor) is required to abide by Government
and Agency guidance for protecting sensitive and proprietary information.



Extract from 36 CFR Part 12, regarding records management
responsibilities of contractors.

81222.48 Data created or received and maintained for the Government by
contractors.

(a) Contractors performing Congressionally-mandated program functions are
likely to create or receive data necessary to provide adequate and proper
documentation of these programs and to manage them effectively. Agencies
shall specify the delivery of the Government of all data needed for the adequate
and proper documentation of contractor-operated programs in accordance with
requirements of the Federal Acquisition Regulation (FAR) and, where applicable,
the Defense Federal Acquisition Regulation Supplement (DFARS).

(b) When contracts involve the creation of data for the Government's use, in
addition to specifying a final product, agency officials may need to specify the
delivery of background data that may have reuse value to the Government.
Before specifying the background data that contractors must deliver to the
agency, program and contracting officials shall consult with agency records and
information managers and historians and, when appropriate, with other
Government agencies to ensure that all agency and Government needs are met,
especially when the data deliverables support a new agency mission or a new
Government program.

(c) Deferred ordering and delivery-of-data clauses and rights-in-data clauses
shall be included in contracts whenever necessary to ensure adequate and
proper documentation or because the data have reuse value to the Government.

(d) When data deliverables include electronic records, the agency shall require
the contractor to deliver sufficient technical documentation to permit the agency
or other Government agencies to use the data.

(e) All data created for Government use and delivered to, or falling under the
legal control of, the Government are Federal records and shall be managed in
accordance with records management legislation as codified at 44 U.S.C.
chapters 21, 29, 31, and 33, the Freedom of Information Act (5 U.S.C. 552), and
the Privacy Act (5 U.S.C. 552a), and shall be scheduled for disposition in
accordance with 36 CFR part 1228.



36 CFR Part 1228, Subpart K - Facility Standards for Records
Storage Facilities.

NARA requires that the requirements of Subpart K be incorporated into the
contract requirements when records storage facilities are included in the contract.
This covers direct contracts with commercial storage vendors such as Iron
Mountain; it also covers contractors who store ED records as part of a larger
service contract. http://www.archives.gov/about/requlations/part-1228/k.html
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